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Job Description

Common GovernmentPublic (when completed)

Describe: Basic Job Details

Position

Position Name (30 characters)

Senior Security Analyst
Current Class

 Systems Analyst Level 3 

Agency (ministry) code Cost Centre Program Code: (enter if required)

Employee

Employee Name (or Vacant)

Vacant

Organizational Structure

Update

Position ID

Job Focus

Operations/Program
Supervisory Level

00 - No Supervision

Current organizational chart attached?
Division, Branch/Unit

SPP/DAIP/HSCPO
Supervisor's Current Class

 Manager (Zone 2) 

Supervisor's Position ID Supervisor's Position Name (30 characters)

Manager Privacy and Security

Ministry

Health

Design: Identify Job Duties and Value

Date yyyy-mm-dd

2025-02-20

Changes Since Last Reviewed

Responsibilities Added:

-Edits to reflect current organization structure and positions.
-Edits to reflect current security practices and processes.
-Added references to NIST frameworks.

Responsibilities Removed:

-Removed previous organization structure and positions.
-Removed outdated security processes and practices.

Job Purpose and Organizational Context

Why the job exists:

veronica.noronha
Highlight
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Responsibilities

Job outcomes (4-6 core results), and for each outcome, 4-6 corresponding activities:

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 
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o 

o 

o 
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o 
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Problem Solving

Typical problems solved:
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Types of guidance available for problem solving:

Direct or indirect impacts of decisions:

Position is an expert in identifying and mitigating information technology security risks and is required to influence 
policy and systems design. Position influences managers, executives, physicians and other clinicians, and those involved 
in designing and building healthcare systems internal and external to Alberta Health. 

Key Relationships

Major stakeholders and purpose of interactions:

Required Education, Experience and Technical Competencies

Education Level

Bachelor's Degree (4 year)
Focus/Major

Other
2nd Major/Minor if applicable Designation
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Job-specific experience, technical competencies, certification and/or training:

Knowledge 

Requires extensive knowledge of information security standards and practices, information security frameworks (ISO 
27K,NIST, COBIT, etc.), Information Security testing tools and techniques, and privacy enhancing technologies. Also 
requires working knowledge of Health Information Act (HIA) and health specific principles and practices, including 
other relevant legislation compliance management. 

Skills 

In addition to technical skills, the incumbent requires well-developed oral and written communication skills, the ability 
to work independently and in a team environment, and experience with research and analysis to enhance knowledge of  
current and emerging trends within Information Systems Security. 

Education 

A degree in Information Systems Security Management or Information Technology with 3 years of related industry 
experience. In addition, the incumbent must have a recognized security industry certification like the Certified 
Information Systems Security Professional (CISSP) designation, or be able to demonstrate equivalent work experience. 

Experience 

In order to be able to perform the role, the incumbent must have technical and policy related experience in the 
Information security field in operational and tactical roles. 

Requires a degree in Computing Science and 3 years of progressively responsible experience in computing and 
information security, including experience with Internet technology and security issues. Experience should include 
security policy development, security education, network penetration testing, application vulnerability assessments, risk 
analysis and compliance testing. CISSP, GIAC, or other security certifications desired. 

Knowledge of information security standards (e.g., ISO 17799/27002, etc.), rules and regulations related to information 
security and data confidentiality (e.g., FERPA, HIA, etc.) and desktop, server, application, database, network security 
principles for risk identification and analysis are essential. Strong analytical and problem solving skills. Excellent 
communication (oral, written, presentation), interpersonal and consultative skills. 

 

If other, specify:

Computer & Information Security

Behavioral Competencies

Pick 4-5 representative behavioral competencies and their level.

Competency
Level 

A    B    C    D    E
Level Definition

Examples of how this level best 
represents the job

Systems Thinking Integrates broader 
context into planning:  
• Plans for how current 
situation is affected by 
broader trends 
• Integrates issues, 
political environment and 
risks when considering 
possible actions 
• Supports organization 
vision and goals through 
strategy 
• Addresses behaviours 
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that challenge progress

Creative Problem Solving Works in open teams to 
share ideas and process 
issues: 
• Uses wide range of
techniques to break down
problems
• Allows others to think
creatively and voice ideas 
• Brings the right people
together to solve issues
• Identifies new solutions
for the organization

Drive for Results Takes and delegates 
responsibility for 
outcomes: 
• Uses variety of
resources to monitor own
performance standards
• Acknowledges even
indirect responsibility
• Commits to what is
good for Albertans even if 
not immediately accepted
• Reaches goals
consistent with APS
direction

Benchmarks

List 1-2 potential comparable Government of Alberta: Benchmark

Assign

The signatures below indicate that all parties have read and agree that the job description accurately reflects the work assigned and 
required in the organization.

Date yyyy-mm-dd

Supervisor / Manager SignatureDate yyyy-mm-ddSupervisor / Manager Name

Employee Name

Director / Executive Director SignatureDate yyyy-mm-ddDirector / Executive Director Name

Employee Signature


